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Introduction (1/1)

This poster presents a Trusted Execution Environment (TEE) hardware implementation based on a heterogeneous

architecture. The TEE verifies the integrity of software applications based on a chain of trust with the initial

authentication. The chain-of-trust is implemented in software, using TEE hardware crypto-processors. The initial

authentication is called the Root-of-Trust (RoT), and the isolated 32-bit system handles it. On the peripheral bus,
there are several cryptography accelerators implemented such as SHA-

3, ED25519, AES, and a True Random Number Generator (TRNG).

The TRNG module has not only the public channel over the peripheral

bus but also a special private channel just for the isolated core. The

proposed system was implemented in a 5mm x 5mm die by the 180-nm

ROHM process library.
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TEE Hardware System (1/4)

The TEE hardware system

• Support Linux-capable cores: Rocket-chip and BOOM (core configurations are flexible).

• Convert memory-bus (MBUS) to AXI4: able to utilize the out-side DDR IP.

• The crypto-cores are on the peripheral bus (PBUS): can be shared for both Chipyard 

coreplex and isolated architecture.
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TEE Hardware System (2/4)

The isolation architecture
• Utilize the 32-bit Ibex-core from the opentitan.

• Isolated from the out-side TEE architecture.

• Has a secure One-Time-Programable (OTP) memory to hold the root-key.

• Has a special private channel to the True Random Number Generator (TRNG) module.

• Use the root-key (in the OTP memory) together with the TRNG to create a pair-key (will 

enact as the Root-of-Trust for the later verification step in TEE).
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TEE Hardware System (3/4)

The TRNG architecture

• Use jitter accumulation (frequency collapse) in ring oscillators as the entropy source.

• The architecture is independent of the system clock.

• Pass all the NIST tests using a 5-MB dataset.

The data distribution
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TEE Hardware System (4/4)

Boot sequence of the system

1. Ibex fetches root-key from 

OTP, salts it with TRNG →
pass to the ED25519.

2. ED25519 receives the seed → create crypto pair-key.

3. The secret key is stored in 

the write-only memory.

4. The applications (in DDR)

are hashed by the SHA-3 →
then signed internally by the 

ED25519.

5. The certificates are created → will be verified later 

after-boot.
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VLSI Implementation (1/5)

The floorplanning view

VLSI implementation configuration

• Process: ROHM-180nm; die size: 5-mm × 5-mm

• Dual Rocket-chip cores with:

❑ ISA: RV64GC

❑ I-cache: 2-KB; D-cache: 2-KB

• Single Ibex core with:

❑ ISA: RV32IMC

❑ I-cache: none; D-cache: 2-KB

• L2-cache: 4-KB

• Crypto-cores: SHA-3, AES, ED25519-

multiplication, ED25519-sign, and TRNG

• Core area: 1.5-million NAND2-gate, 14.5-𝑚𝑚2
(about 4-mm × 4-mm)

• Power (at 100MHz): 63-𝜇W of static + 348.9-

mW of dynamic = 348.96-mW in total

• 𝐹𝑀𝑎𝑥: 50-MHz
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VLSI Implementation (2/5)

The floorplanning view
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VLSI Implementation (3/5)

The amoeba view The place-only view
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VLSI Implementation (4/5)

The place-and-route view Layout view with I/O frame
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VLSI Implementation (5/5)

VLSI results on the 180-nm ROHM process library.



TEE Hardware System

VLSI Implementation

Conclusion

OUTLINE

14



15

Conclusion (1/1)

• A TEE hardware system with heterogeneous design is presented.

• Isolated scheme with 64-bit Linux-capable cores on the public domain and a 32-bit 

core on the private domain.

• Isolated Ibex-core holds the Root-of-Trust (RoT) and manage the root-key; 

Rocket/BOOM-cores control the later boot sequence and the TEE.

• Crypto-cores available: SHA-3, AES, ED25519-multiplication, ED25519-sign, and 

TRNG.

• The developed TRNG module passed all the NIST tests. In the system, it has a special 

private channel just for the isolated core.

• The VLSI implementation is done by the ROHM-180nm process on the 5-mm×5-mm 

die.
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